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Deep Packet Inspection (DPI):
Unique Visibility into Internet Traffic Trends

2 Today — YouTube generation:
2 100Kbps, low quality, ~2Mbyte per clip
2 Tomorrow — Joost, CBS on Demand, BBC on demand...
2 1Mbps, full screen, ~200Mbyte per clip
2 2010 — HD on Demand
2 10Mbps, HD quality, ~1Gbyte per clip
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1 Video is growing twice as fast as all other data types
a1 Streaming media will be about % of all traffic by end of decade
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Smarter Networks: DPI and the Internet’'s Evolution

P2P Apps Emerge Web Video Explodes

Cable Deploys DP!I Mobile Deploys DPI

DPI Market < $50M DPI Market ~ $250M

\& 1
2002 2004 2006 2008

Tiered Service Plans Real-Time Services
Telco/ISPs Deploy DPI Mature
DPI Market ~ $100M DPI Market ~ $750M




Mobile Video Trends

Video Trends:
2 Over 1 billion video streams will be served every month by end of decade
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Top U.S. Online Streaming Video Properties
March 2007
Source: comScore Video Metrix
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2 Mobile video uptake rates will exceed wireline !ﬁ ﬁ

with faster growth of mobile broadband users o s 90O o T W

1 Opportunity for Mobile operators to package and deliver streaming services

1 Mobile broadband application types will need to be detected and properly rate
controlled on a per-subscriber basis to prevent network congestion
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Typical Network Today

T T T
Bandwidth by application over a 5 day period

Servnce Providers pay for PEAK bandWIdth used!

\

» Low average utilization :
» Humans contend with “IP Robots” during/peak times

» Under-used during off-peak times
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Future Networks will be More Efficient and Adaptive
T 1T
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P2P uses available
bandwidth off-peak
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State of the Internet Today
(Source: Ellacoya worldwide customers)

State of Internet Traffic
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Characteristics of Next-Generation Networks
N T T T

Protected
Metered

Intelligent )/ ’ Personalized

Generation

Networks
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Service Providers become “Services” Provider

Services Migrate from Mass Market to Individual Subscriber

Personalization

View my broadband usage

Segmeﬁtafion
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Welcome to the Personal Internet
N T T T T

Providing every single subscriber with his/her own set of
customized services

4 Tailored Service Plans for individual customers

1 Personalized service plans by application, quality, speed, usage
guotas, price, content, etc

a1 Offer customers more of what they want
1 Maximize profitability
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Subscriber Self-Service Portal BT
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http://www.plus.net/index.html

Wireless Trends: Key Findings

T'”-"'“.Ii.r""ll.r"”":

Subscriber Classes

» Top 5% of Subscribers generate 90% of traffic

» 95% of all subscribers use under 125 MB per month, generating only
10% of total traffic

» 0.2%, use over 5 GB per month, generating 40% of total traffic

Analysis of Heavy Users

» Top users generate over 5 Gbytes per day; 100 Gbytes per month

» P2P file sharing is used mostly by very heavy users, and consumes
25% of all capacity at peak hour

» Other top Applications: HTTP, VPN, Streaming, Gaming, Sling

Typical User Usage Patterns
« Top Applications:
WAP, Streaming, Music Store, Picture Mail, emalil

» Top Web Sites:
Google, MySpace, Yahoo, FaceBook, YouTube, MSN, eBay, weather

)
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The Role of DPI 3G and 4G Networks

\ + Return on DPI Investment in Under 6 Months

"ROI \

I

L3
\ + Expand Service Portfolio, Segment Market, Increase
New \ Loyalty
_ i \ * Leverage DPI data for Billing or Exclusion
y Services \ * Targeted Marketing of Personalized Services

: * Mark Packets Uplink and Downlink
y: SENICB FIUW + Flow Level Quality of Service

y QoS » Improved performance for
4 Streaming, Gaming, etc.

-

Reduce Backhaul Bandwidth Costs
Improve Service & Subscriber

Rate Ca pping Experience

Application-based Service Tiers
Reduce Churn

.LM_E..

/ + Report by:
/ Application, Subscriber, Location

i Trafl’ic Reporﬂng + Optimize Capacity Planning
/ « VolP Call Quality Reporting
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Multiple Control Decisions for Every Packet
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http://www.bittorrent.com/

Introducing Ellacoya’s Deep Packet Inspection

every IP packet in real-time at Gigabit and 10 Gigabit speeds with minimal latency

Inspects (sub-ms)

Classifies applications by looking “deep” into the packet (into the application layer)
Counts usage and generates usage records on applications and subscribers
Enforces usage quotas in real-time on applications used by subscribers
AnsHas service provider defined policies to enforce bandwidth and QoS by application

PP and subscriber
Measures VolP call quality and maintains call detail records
itaracas with OSS for authenticating subscribers, provisioning service tiers, on-demand
services, usage quotas, and usage billing
Replicates (mirrors) any application or subscriber session in real-time
Interacts with Policy Servers to manage resources on the access network

15 ELLACOYA



Ellacoya €100 — the next evolution of DPI

Rich suite of applications (Service Logic Software)

ROI Ranges from days to months

Simple Programming interface for easy integration:

3 Party Applications
OSS/BSS/Provisioning

4th Generation custom FPGAs
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Industry Leading €100

Performance — Wirespeed 10G DPI

Scalability — up to 500,000 subscribers per platform

Carrier-class - highest availability/levels of redundancy

Unique Features of the e100:

1 3-tier architecture for scaling and
distributed management

1 Soft signatures
4 Asymmetric flows
1 Aux port for policy-based mirroring

1 Point-and-click service creation and
provisioning

2 Intuitive subscriber management
configuration
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http://www3.ellacoya.com/marketing_repo/switches/e100/e100June2006/index.html

Full Speed, 10G and Beyond
S S aTTT T

4th Generation Ellacoya

o -
jg= ASICS for F Iow
1 (—— ‘
Flow Management FPGA Content Inspection FPGA
+ Session establishmentand policy resolution with no + Detects applications by inspecting upstream and
CPU intervention downstream traffic independently
+ Flow management (aging, re-classification, etc.) in + Sophisticated multi-component signature detection
hardware
+ Multiple signatures within a packet and/or across
+ 1 million flows per second setup multiple packets
+ Hierarchical rates and prioritization + Sub-classifies applications like YouTube with HTTP

application

« Usage counters and quotas
« Sub-classifiesvideo and audio and other MIME
types
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Flexible OSS Integration is Key

Ellacoya

Relational
Database (Metering,

Usage, Billing)

EJB, SOAP

""" (Service/
Subscriber

Provisioning)

COPS, SOAP

(Session-based QOS)

Policy Server/
RACF (IMS)
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Conclusions
- o
2 True convergence is finally coming

1 Real-time video streaming is the fastest growth
application type

2 Within 5 years the internet will have roughly equal
amounts of low priority background traffic, medium
priority browsing and high priority video and voice

1 Broadband wireless will just accelerate these trends
2 Intelligence trumps Bandwidth

1 We can no longer survive by “throwing bandwidth at
the problem”

1 Future networks must be intelligent on a per-packet,
per-subscriber and per-application basis
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ELLACOVYA

Thank You!
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